Detica

Cyber Security in the Digital Oilfield
A Practical Perspective

FindingPetroleum — Development in the Digital Qilfield
Tuesday 4" December 2012

Joe Hancock

Alex Richards

INCA1234.D001 1

© BAE Systems plc 2012. All Rights reserved. Commercial in Confidence
BAE SYSTEMS and DETICA are trade marks of BAE Systems plc.



Detica BAE SYSTEMS

Agenda

« About BAE Systems Detica
« QOperating Environment

Current Risk Landscape
What Can We Do About It?

© BAE Systems plc 2012. All Rights reserved

: Commercial in Confidence INCA1234.D001 2
BAE SYSTEMS and DETICA are trade marks of BAE Systems plc.



Detica BAE SYSTEMS

About BAE Systems Detica

© BAE Systems Detica 2012 3



Detica

Our vision and strategy

SECURING A CONNECTED WORLD

Mission-critical Cyber Communications Financial crime
information solutions security intelligence and compliance
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Internationalise Innovate
e
« Differentiated systems * Regional hubs in Europe, the + Investment in world-class
integration and managed Americas and AsiaPac & Middle software and electronic systems
services East -+ Re-use of capabilities across
* Repeatable processes and * Globalise differentiated products Detica portfolio
standardised methodologies « Multiple, complementary - Detica NetReveal®
* Innovative pricing models channels to market - Detica Treidan™
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Detica

A global business spanning the Americas, EMEA and Asia Pacific

. BAE Systems

. Detica UK
Business and technical consultants,
business support functions, electronic
systems, hardware and software
engineers, managed services,
Cyber Security GERMANY, FRANCE, SPAIN

Software product sales

DENMARK
Comms monitoring product

designers and developers

IRELAND

Software engineers and product MALAYSIA

support teams IT security consulting and software
product sales and integration
specialists

US / AMERICAS MIDDLE EAST L _

Software and Software and hardware product
hardware product sales and integration specialists

sales and integration
specialists

SINGAPORE
Software product sales

AUSTRALIA

Software product sales and
integration specialists, IT security
consulting, managed-security
services, Cyber Academy
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Detica

Detica in numbers

BAE SYSTEMS

10,000

Estimated number of analysts
around the world who now
use Detica NetReveal®.
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er of miles of road we
ays Agency manage.

100,000,000,000

Bits per second processed on our
Titan line card
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2 in a trillion

The accuracy of the National Time
Frequency Signal controlled
by our technology.
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er crime to the UK,
for the Cabinet
e.
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of Australia’s 20 largest

t use Detica in Australia
ecurity Services.

£1bn

Amount of tax fraud we identified
for HMRC in their first year of using
Detica NetReveal®.

Tb

Detica DataRetain®
dexes every day
or European
ations operator.

50,000

Approximate number of hours of security
testing of client systems completed
by Detica in Australia each year.

rests through
k with the
ud Bureau.



Detica

Services

BAE SYSTEMS

oertise to help you navigate the
allenges of Big Data. We help clients
d exploit their data.
Consulting
We take a pragmatic approach to strategy, helping
our clients successfully implement business and
technology transformation.

Cyber Security

Strategy, Assurance, Improvement, Technology,
Monitoring, Responding.

Employee Assurance,
ience.
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& Managed Services

-based Systems, Risk-based
ged Cyber Security Services

ence, The Power
and Support.

Tactical Training & Equipment

Technical Operations Equipment, Training Courses.

end supplier of effective security
ising in communications
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Operating Environment

’
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Detica

Global Commercial Developments

pas Eastern
- . 48 Europe

Canada/ Z
B UK M&A

\ @

Regional [agseas

'q

South

America
Western

Australia

Africa

* The oil industry is an economic target working with and against countries know for cyber espionage in a number of geographies.
* The international nature of the industry also exposes oil companies to the fallout from regional disputes and geopolitical threats

© BAE Systems plc 2012. All Rights reserved. Commercial in Confidence 9
BAE SYSTEMS and DETICA are trade marks of BAE Systems plc.



Detica

Physical Environment

BAE SYSTEMS

Geographic
Distribution

Safety
Critical

High Asset
Value

Hazardous
Environment

Politically
Sensitive
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Detica

Technical Environment

High Latency

Network Vendor

Integration Multiple

Remote Sites

Multiple
Sensors

Partners Real-time

Technology Data Long SHRE

Chain
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Detica
Risks

BAE SYSTEMS

Advanced Persistent Threat

Insider Threat

Cloud Security

Mobile Security

Reliance on Partners / Third Parties

Control Systems

N——
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Detica

Current Threats

Actors Motivation Oil and Gas focus
Script Kids Thrill / Bragging Rights
Activists B Reputational Damage Environmental campaigners
Cyber Terrorism Damage and Publicity
Organised Crime Financial Gain / Fraud
Industrial Espionage Commercial Advantage Va;l:]?jbrl:singzclzﬁszfv?é?jzzrty

4 Sophistication/Scope >

Technical Social engineering
capabilities capabilities

Campaign planning and organisation
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Detica

Current Attacks

We’ve observed a range of attacks across
commercial organisations including Oil and Gas, both
directly as customers we monitor, and indirectly
through “fourth party” traffic.

Attacks tend to be very sophisticated, as part of a
planning and directed campaign to gather data. One
organisation found 10% of their network traffic was
generated by attackers

Finding links between attacks enables us to increase
the amount of data we can use for attribution of each

one. _—
This graph shows the time that the attacker was s )y
active within one of the groups. . :
<
We can see the attacker has a typical working day
with an additional evening shift. 3 y . o
1 23456 78 9101112131415 18 17 18 19 20 21 22 23

Timestamp UTC +8 hours
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Detica

Business Impacts

IP of discoveries which is hard for Limited impact on business as

a third party to exploit intelligence would be gained by other
routes if not via a cyber attack.

business. Segregation of the most
important assets is required to keep
them protected from attack.
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= Positioning for deals involving the Monitoring gives potential to regain )
= attacker or other third parties upper hand in negotiations. %
8 Q
=1 Pricing or commercials on deal i - i E
Q Cing or commercials on deais Could impact bottom line depending on o
o involving the attacker the importance of what's taken. Need to =
n have ability to respond to monitoring =)
g IP related to exploitable alerts to block the more serious attacks =
‘£ technology or oil reserves before they impact. o
= S
: D )

D Infrastructure or control system Has the potential to cause significant c
L damage to cause loss of revenue damage and threaten the entire =
-

)

D

Damage to cause environmental
impact or as part of wider offensive
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Best Practice?

« Standards such as 1SO27001/2
set out best practice and control
frameworks for security set out a I Fashionable

Security

one size fits all” approach. Tech

« Fashionable security
technologies add layers of
“defense in depth”.

Detica
[
N
[—

Security

Network
SAST0 Segregation
» Architectural mechanisms such
as network segregation, keep the

bad things away — assume we’re Good + Y
protected.

Practice

« This doesn’t equal security,
sometimes less is more.
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Detica

More is nhot nhecessarily better....

« Assume that systems are already
compromised, move to limit

damage. #
AsSSEss Assess

« Assess the risk to the organization : Business
in business terms. Risk Impacts
* Protect only the business critical
assets.
« Use standards, compliance and
traditional solutions as they were Learn Protect
intended, to provide controls not to and Critical

drive them. Recover ~ Assets

« Security should now add
business value.
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Detica
Cyber Security

PROTECT 9

= Delivering repeatable products and
solution integration.

= Protects business critical information from Cyber
attack.

= Allows only those authorised with a business need to
access critical information

= Enables businesses to enjoy secure collaboration with
partners, supply chain, clients and employees across
a global estate.

PREPARE

= Consulting services which deliver a clear
understanding of clients’ exposure to cyber
attack and the impact such an attack would
have on their business.
Enables business to make informed investment
decisions putting in place pragmatic, cost effective
cyber defences

¢ #

nimise
| cyber attack.

ervices which continually
etworks.

s behaviour, understand its
ent it from achieving its goal.

st increasingly sophisticated, persistent

impact on

being created for more

sses to enjoy secure collaboration with
y chain, clients and employees across ise cost/reputational

attack
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Detica

Contact details

Alex Richards

BAE Systems Detica

4t Floor, Blue Fin Building
110 Southwark Street
London

SE1 0TA

United Kingdom

Tel: +44 (0) 203 296 5146
Mob: +44 (0) 7968 296990
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